Lesson Overview

Online security at work

SECURITY

software and application
. security :

You are a manager, and you
have a conversation with a new
employee in which you talk to
him/her about security.

How can you talk to him/her

about security when working?
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. your accounts.

Regularly updating

. vulnerabilities  that

might exploit

sharing

platforms that access controls

and

. untrusted  sources.

. harmful software.

éThis adds an extra

addition to your password.

our : . A A A LA mem
: . . y . Thudng xuyén cap nhat hé diéu :
. operating system, applications, : | , . - .
: , .. i hanh, Ung dung va phan mém :
. and security software to avoid : |, N . xR L
: - bao mat dé tranh cac 16 hong ma :
hackers : .~ _ ', . o, :
- tin tac c6 thé khai thac

layer of :
protection by requiring a second
. form of verification, usually a
code sent to your phone, in
- khau cta ban.

su cho phép st dung Ung dung va
 va thiét bj f

5 - Chung t6i khuyén khich ban st
. We encourage the use of strong, : A A , :
L - dung mat khau manh, su dung :
. unique passwords for each of: . xe - <
: - duy nhat moi mat khau cho maoi :

. tai khoan.

..+ Khi chia sé tai liéu nhay cam vdi :
, sensitive | _. A y : . :
: ) . dong nghiép hodc khach hang, :
- documents with colleagues or: _ =, -, N
L . . hay sir dung nén tang chia se tép :
. clients, use secure file-sharing : S s s aia s A
: : an toan cdi ma c6 kha nang kiém :

. S04t quyeén truy cap

: : . Hay than trong khi tai xuéng va
: Be cautious about downloading : ‘.y e Lw g% N 8 N
: ) : . cai dat phan mém tu cac ngudén :
installing software from: , A N :

Stick  to | khéng dang tin cay. Hay lua chon
; . . cac cira hang ing dung c6 uy tin :
. reputable app stores and official i .~ | ] L e
: . o . . va cac trang web chinh thac dé :
. websites to minimize the risk of : e " " w
: . giam thiéu rdi ro vé phan mém :

. doc hai.

Piéu nay sé b6 sung I6p bdo vé
béng cach yéu cau xac minh thi :
hai, thuong 1a ma dugc gl tdi :
dién thoai clia ban, bén canh mat
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Lesson Overview

Words and Expressions

Be cautious of phishing emails.
- Hackers often create convincing :
emails to trick you into revealing :
- sensitive information.
. double-check the sender's email :

Always

address and think twice before :
. clicking on any links
downloading attachments

or:

 Make sure to lock your:
computer when you step away :
. from your desk,
leaving sensitive documents or :

. passwords in plain sight

and avoid :

If you are using your own
computer for remote work, get
a virtual private network (VPN)
to secure your connection and
encrypt your data

Be sure to use HTTPS whenever
possible while browsing
websites. This ensures that your
communication with the
website is encrypted, reducing
the risk of data interception.

. If you need to access work :

_you're done to
. unauthorized access.

Meaning

. Hay than trong vdi cac email Ira :
- dao. Tin tac thudng tao cac email
. thuyét phuc dé Iira ban tiét 16 :
. thong tin nhay cdm. Ludn kiém tra :
. k¥ dia chi email cla ngudi gui va
- suy nght k¥ trudc khi nhap vao bat
. ky lién két ndo hodc tai xudng tép
. dinh kém :

. Dam bao khdéa mdy tinh cia ban
- khi ban roi khéi ban lam viéc va
trdnh dé tai liéu nhay cam hoac
- mat khau & noi dé thay

Néu ban dang s dung may tinh
cUa minh dé lam viéc tur xa, hay st
dung mang riéng 4o (VPN) dé bdo
mat két ndi va ma hda dir liéu cla
ban.

Hay dam bdo s dung HTTPS bat
cr khi nao cé thé khi truy cap céac
trang web. Diéu nay ddm bdo rang
sy st dung trang web clda ban
dugc ma héa, nham gidm nguy co
bi chan di liéu.

: : Néu ban can truy cap tai liéu céng :
. resources remotely, use secure i .. | . oA
: - viéc tu xa, hay su dung cac cong :
- and encrypted remote desktop : L . < s :
: . cU may tinh tur xa an toan va dugc :
- tools, and always log out when @ ~_ A e,
: revent | ma hoa, déng thai lubn dang xuat :
P - khi ban hoan tat dé ngan chan :

 truy cap trai phép.
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. Regularly review and revoke
. permissions  for apps

. devices that you no longer use

potential for data leakage.

éOnIy provide sensitive data toé
“those who truly need it for their |
tasks. It helps reduce potential
: ~thiéu rdi ro tiém an.

keep an eye out for updates and
 install them promptly

- remember to only download :

. software from reliable sources.

~enhance my account security

- make it a habit to lock my
my
i ngan nap

. computer  and
. workspace organized

keep

- be careful with emails and avoid
- moi email c6 vé dang ngd

- any suspicious-looking ones

stay on top of updates for all my
- bi cha toi

devices

pay attention to the websites |
visit and look for that "https://"
~in the address bar.

Thudng xuyén xem xét va thu hoi
and
éthié’t bi ma ban khéng con si !
. or trust. This minimizes the :

quyén déi véi cac Ung dung va

dung hodc tin tudng. Diéu nay :

. gidm thiéu kha nang ro ri dir liéu.

Chi cung cap di liéu nhay cdm cho
nhirng ngudi thuc sy can né cho
nhiém vu cba ho. N6 gilp giam

theo doi cac ban cap nhat va cai
- dat chung kip thoi :

nh¢ chi tdi xuéng phan mém tu :
. cac nguodn dang tin cay. '

| . _kich hoat 2FA bat c&r khi ndo c6
~enable 2FA wherever possible to | Ich noa at ¢ | Nao co

thé dé tdng cudng bdo mat tai
khoan cda téi :

tao thoi quen khdéa may tinh va
gitr cho khong gian lam viéc cla

hdy can than véi email va tranh

lubn cap nhat cho tat ca cac thiét

hdy chd y dén cac trang web toi
“truy cap va tim “https://" trén
“thanh dia chi. |
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. use those when needed and log :
. out to ensure no unauthorized
. access.

. review and manage app :

. permissions regularly
~be  careful with  sharing
~information and only provide
- access when necessary

I'd like to chat about a crucial |
- aspect of our work
~environment: online security.

éFirst and foremost, let's talk
~about [Securing

~ [Description]

namej.

That makes sense. I'll definitely
- make sure to [Action].

éAnother important measure |s
- [Securing name]. [Description].

st dung nhitng th& dé khi can

' thiét va dang xudt dé dam bao
. khong c6 su truy cap trai phép. :

thuong xuyén xem xét va quan ly

. quyén g dung

hady can than vdi viéc chia sé théng

tin va chi cung cap quyén truy cap
-~ khi can thiét '

- T6i muén trd chuyén vé mot khia

canh quan trong trong moi truong

“lam viéc cla chung ta: bdo mat
- truc tuyén., '

- Dau tién va quan trong nhat, hay
- NnGi vé [Tén bdo mat]. [Sy miéu ta]

biéu d6 dé hiéu théi. Tdi chac

- chan s& dam bao [hanh dong).

MGt bién phap quan trong khac la
~[Tén bao mat]. [Sy miéu ta]. :

- T6i hiéu rdi. T6i chic chin sé&
[hanh dong]. :

Excellent. Now, let's talk about
. [Securing name]. [Description]

éLastIy, another practice is:

. [Security name]. [Description].

| appreciate that. I'll make sure
. to [Action].

TSt 1dm. Bay gio hay ndi vé [Tén

bdo mat]. [Su miéu ta]

. Cubi cung, mot cach thuc hénhé
- khéc la [Tén bao mat]. [Sy miéu

Toi tran trong su chia sé nay. Toi
- chac chan sé [hanh dong].
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éOur company takes

- security seriously, and by being . e DA
o 4 Y Y 'g luu tam dén diéu nay, ban sé gop
- mindful of these practices, you'll = n NN . o
: I . ... phan tao nén moét moi truong ky
- be contributing to a safer digital - :

~environment for all of us.

these measures seriously.

You're welcome, [name]. Have a
~fantastic day!

You too, [name]. Take care and
“have a great day!

_ Cong ty chung ta rat coi trong van
online _._ 7> N . ;
- dé bao mat truc tuyén va néu ban

“thuat s6 an toan hon cho tat ca
chuing ta. |

, : Cam on ban da danh thai gian dé |
- Thank you for taking the timeto ., R N g i
: . . - - giai thich diéu nay. Téi chac chan
~explain this. I'll definitely take =, A N A (s
: - sé& thuc hién nhirng bién phap nay
- mot cach nghiém tic.
Khong c6 gi dau, [tén]. Chic ban
- 6 mot ngay tét lanh! :
éBan cling vay, [tén]. Bao trongé
“nhé. Chic ban mét ngay tét lanh!




